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Agenda

Who am I
Motivation
Introduction 
tool structure
What does beholder detectet?
What beholder does'nt do 
Scenaries
Demo
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Motivation

When actual WIDS failed? 
Deep look at Wireless-tools source code  
Talk on DefCon and others nice Cons 
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BEACONS
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802.11 Beacons
Beacons can hidden some important stuff



beholder  

Number of 
connected clients
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Hidden ESSID 
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23:05:16.386193 Beacon () [1.0 2.0 5.5 11.0 6.0 12.0 24.0 36.0 
Mbit] ESS CH: 11 

23:05:16.488612 Beacon () [1.0 2.0 5.5 11.0 6.0 12.0 24.0 36.0 
Mbit] ESS CH: 11 

23:05:17.321039 Beacon (Homenet54) [1.0 2.0 5.5 11.0 Mbit] ESS 
CH: 3 

23:05:17.629271 Beacon (Homenet54) [1.0 2.0 5.5 11.0 Mbit] ESS 
CH: 3 

Hidden ESSID 
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Features
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Beholder facts 

Written in C Ansi and based on IWLIST (Linux wireless tools) 
Just not another network scanner 
Changes on AP (ESSID, MAC, Mode)

Channel and encryption proto changes

 Meaningful signal level variations

Syslog support to large networks (many sensors) 
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Features
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Karma 
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Karma 
   KARMA includes patches for the Linux MADWifi driver to 

allow the creation of an 802.11 Access Point that responds 
to any probed SSID. So if a client looks for 'linksys', it is 
'linksys' to them (even while it may be 'tmobile' to someone 
else).  Operating in this fashion has revealed vulnerabilities 
in how Windows XP and MacOS X look for networks, so 
clients may join even if their preferred networks list is empty.

 DHCP Offer
 POP3/FTP password sniffing
 Redirect HTTP traffic to malicious server
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Karma with steroids

 KARMA + MetaSploit3 + Aircrack-ng == KarmaSploit

Karma re-burn
MadWifi patch changed by Aircrack-ng tools
Easy to write new xploits 
New power with DNS D. Kaminsky vulnerability 
New xploits are imediately available to add in Metasploit.  
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Other cool stuff
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What beholder doesn't do

 Put interface in promisc mode

 Put interface in monitor mode
 WPA/WEP stuff
Access Point or client weakness 
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Availably

For while... 
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Future?



beholder  

Karma detecion

B

Karma

Lk3Adf

K3fdhg

HjvfAp

Lk3Adf

K3fdhg

HjvfAp
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beholder -m “mynets” wifidev 

Scenaries 
Alert for missing APs(RegEx)

Default 

I don't 
care
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default

B

mynets

mynets
mynets

mynets

mynets-wifi

beholder -r “myne[t7]s.*” wifidev 

Scenaries 
checking for similar essids via RegEX

I don't 
care



beholder  

Scenaries 
Large environments

Syslog server

B
B

B

beholder -s wifidev 

swatch calling email/sms/snmp trap/etc
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Let me see the code 

Hardware

IWLIST Code 

BEHOLDER Code 

Beacons, WiFI interface 

Detect, Regex, Etc.
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Let me see the code
StrutureStruture

Initial scanning 
Loop infinite

Jamming detection 
AP/AD-Doc detection
Anommalies detection 

Changes on Mac, Channel, mode, etc. 
Similar names (essid) detection 
Missing APs detection

Random requests (karma detecion) 
Look for karma responses
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Let me see the code
REGEX implementation:REGEX implementation:

  Two functions

Compile:
  int regcomp(regex_t *preg, const char *regex, int cflags);int regcomp(regex_t *preg, const char *regex, int cflags);

Compare:
  int regexec(regex_t *preg, const char *strings, size_t nmatch,, int regexec(regex_t *preg, const char *strings, size_t nmatch,, 
regmatch_ pmatch[], int eflags);regmatch_ pmatch[], int eflags);
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Let me see the code

Karma detectionKarma detection  
char *karma_trap(int skfd, const char *dev){
   struct iwreq wrq;
   [...]
   char essid[KARMA_TRAP_LEN] = "XXXXXX";
   [...]
   // Create a random ESSID
   mktemp(essid);   
   wrq.u.essid.pointer = (caddr_t) essid;
   [...]
// Set random ESSID
   if(iw_set_ext(skfd, dev, SIOCSIWESSID, &wrq) < 0)
   [...]
  // Get random ESSID
   if(iw_get_ext(skfd, dev, SIOCSIWESSID, &wrq) < 0)
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Let me see the code

Jamming detectionJamming detection

  while (ap_temp) 
  {
         if (!wscan_init) /* AP table empty */ 
         {
            jam++;
           
            if (jam == 3) // if table empty after 3 seq scanning 
            {
               print_out(slog, "ALERT: Danger, Will Robinson! 
Jamming device detected\n"); 
               break;
            }
         }
   }
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Demo?
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Rembember:
Help sometimes don't is where you hope 
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Pick one free

http://www.beholderwireless.org
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